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Abstract:

The Internet of Things (10T) is growing rapidly and presents enormous
opportunities—but also some substantial difficulties—mostly having to do
with managing and securing network traffic. With billions of interconnected
devices, producing unfathomable amounts of data every second, the loT
demands a new kind of network infrastructure, one capable of being both
reliable and secure from outside threats. At present, much of the onus for
these twin conditions of network performance and security falls on the IoT
itself. Yet researchers at the Grady College of Journalism and Mass
Communication at the University of Georgia have taken a step toward
something closer to ideal by wiring up a comprehensive, multilayer neural
network and feeding its various parts a stream of conditions typical for the
network during its normal operation. An input layer corresponding to the
characteristics of the 10T network traffic precedes several hidden layers in the
architecture. These hidden layers are designed to discern complex and
intricate patterns within the network traffic data. In order to mitigate
overfitting that might occur if the model is too perfectly matched to the
training data, a dropout technique was incorporated as part of the
architecture. The output layer uses a softmax activation function to produce a
multi-class discrimination result those signals whether the network traffic
being analyzed is normal or anomalous. Overall, the structure of the model is
such that advanced machine learning techniques can be leveraged in order to
identify and respond to any loT traffic anomalies that occur, thus improving
the performance of the network in question.

We carry out meticulous data preprocessing, purposeful model architecture
design, and a comprehensive and layered evaluation that utilizes various
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performance metrics. In comparison with some of the most commonly used
algorithms for anomaly detection, our approach clearly demonstrates superior
accuracy and a more efficient data flow in the 1oT network. Additionally, we
detail how our model could be used in a real-time the application and how
well it scales to operate in the large, high-traffic, and dynamic environments
that characterize the modern IoT network.

Keywords: 10T, Al, Deep Neural Networks (DNN), Artificial Intelligence
(Al), Machine Learning (ML), Anomaly Detection, Predictive Analytics, Al-
Driven loT Management

Introduction:

One of the most revolutionary technological developments of the 21st
century is the Internet of Things (IoT). This allows myriads of devices all
over the world to connect with and communicate with one another. The I0T
now pervades a range of domains, from smart homes and medical care to
industrial automation and smart city applications. The quantity of data
generated by these devices is enormous and demands ever-more-efficient
handling. 10T networks are particularly vulnerable to cyber threats because
the devices on them are not necessarily secure; they can and do operate in a
varied and decentralized environment, so they can't all rely on a central
authority, and some are too resource-constrained to use strong security.
Somewhere in all that data lies potential value for the enemy.

Conventional network management strategies based on rule-based systems
and manual supervision simply cannot cope with the scale and complexity of
the environments created by the Internet of Things (IoT). These systems are
often overwhelmed by the high-speed, dynamic, and real-time traffic profiles
generated by loT devices and systems, leading to potentially dangerous
lapses in inadequate data handling and undetected system anomalies. With
their flexible architectures, Al and ML, especially in the form of deep
learning (DL) techniques, hold great potential for solving fundamental
network management problems in next-generation loT edge computing
environments. Recent examples of how these problems can be addressed by
mathematics and by the use of intelligent virtual agents illustrate the state of
the art.Furthermore, research in areas such as deep learning algorithms
applied to industrial 10T platforms demonstrates how anomaly detection can
be taken to another level by using sophisticated models.[1] Other studies
have suggested that flexible deep learning models can serve an even more

October (2024) Jo¥ oo Ao i A s e
16



ot bt & | ol ot | cotelS el
et et ozl — ool i o A sl

Journal of the College of Basic Education Vol.30 (NO. 127) 2024, pp. 15-41

important role: enhancing the security of our cyberinfrastructure by detecting
anomalies more effectively.[2] Likewise, anomaly detection models with
energy efficiency built into them—graph neural networks (GNNs)—promise
a multivariate time series data analysis solution for the IoT. Conversely,
multivariate time series data of an IoT platform presents a problem space
where the next-generation cybersecurity challenge lies. [3],[4]

This work's aim is a dual one: to find not only the best possible way to use
Deep Neural Networks in the context of an Internet of Things simulation but
also to concentrate those results on something practical—something that, if it
were to exist, could solve a real-world problem. In this case, that problem is
using DNNs to understand and process mixed network traffic, and doing that
efficiently enough that it could be thought of as a feasible first layer in a
security system for an 10T environment, where the first and foremost part of
that system's job is to detect anomalies.

Previous Studies:

In recent years, significant advancements have occurred in the area of 10T
network traffic analysis and anomaly detection. These advancements derive
mainly from the integration of deep learning (DL) and artificial intelligence
(Al)-based techniques. Numerous studies have delved into a variety of
approaches aimed at ensuring the security and efficiency of 10T networks,
with many of them emphasizing the use of DL models for this purpose. A
particularly noteworthy one is the study titled "loT Network Traffic Analysis
with Deep Learning"” (2023). In its approach, the authors use deep learning to
enable a network traffic pattern analysis, whereby the network can be alerted
to an ongoing anomaly more quickly and more efficiently than can be done
with traditional methods.

A further investigation, "Anomaly Detection in 10T Using Hybrid Deep
Learning Models (2022)," involves an ensemble of various deep learning
(DL) models to achieve a significant increase in the 10T anomaly detection
accuracy overall. This research indicates that when different sorts of DL
models are combined, the resultant hybrid architecture is much more capable
of identifying the many various kinds of IoT anomalies than either a
traditional single-model approach or an ensemble of similar models.

We see even more advancements in applying Generative Adversarial
Networks (GANSs) to anomaly detection. One study, titled "GAN-based
Anomaly Detection for loT Networks," demonstrates how GANs can help
researchers identify anomalies in 10T networks. The authors of that study
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emphasize that using GANSs is especially useful when researchers lack
sufficient labeled data for the kinds of anomalies they are trying to find. They
claim using GANs can enhance the detection process, suggesting that using
such a model in a two-step process can lead it to the kinds of anomalies that
would otherwise go undetected. Convolutional Neural Networks (CNNs), as
pattern recognition models, have also been explored extensively for this
application. One of the few studies using CNNs for this purpose is titled
"Convolutional Neural Networks for loT Anomaly Detection".

Seeing as the monitoring and detection of 10T networks are fundamental for
the protection of network data, much research has been dedicated to this
field. One study that has looked particularly closely at this issue is "Real-
Time loT Anomaly Detection with LSTM Networks" (2024). It provides an
in-depth look at the capability of a particular type of artificial intelligence
(Al) technigue—Long Short-Term Memory (LSTM) networks—to
effectively and accurately monitor and detect anomalies in 0T networks and
respond to these in a timely manner. Because the technique is relatively new,
the author firmly believes this study will be beneficial for at least three kinds
of people: 1) 10T developers, who need this information to create more secure
infrastructures; 2) security researchers, who can use the monitoring and
anomaly detection information to carry out even more effective work; and 3)
0T users, who need this information for peace of mind.

Furthermore, the optimization of data flow in 10T networks has been tackled
in "Deep Learning Approaches for 10T Data Flow Optimization™ (2023). This
work looks into how the use of DL models can improve the overall efficiency
of 10T networks and lessen their latency. It addresses the network as a whole
and uses examples predominantly from downstream sectors like oil and gas,
smart buildings, and smart cities. It does not give much attention to peer-to-
peer structures, which are essential in the kinds of ecosystems we are most
concerned about.

In the same vein, the research Al-Driven loT Traffic Monitoring and
Anomaly Prediction (2024) spotlights using artificial intelligence for
monitoring and predicting in real time. The authors are convinced that Al can
do a much better job than classical traffic analysis methods when it comes to
reducing false positives and achieving detection system accuracy.
Meanwhile, the study Hybrid Models for Enhanced 10T Network Efficiency
(2023) takes a different tack, investigating the performance of hybrid models.

October (2024) Jo¥ oo Ao i A s e
18



ot bt & | ol ot | cotelS el
et et ozl — ool i o A sl

Journal of the College of Basic Education Vol.30 (NO. 127) 2024, pp. 15-41

These are various deep learning architectures that work together in tandem to
solve problems like network anomaly detection.

The application of Recurrent Neural Networks (RNNs) has had a substantial
influence on the ability to predict network traffic. In the research paper RNN-
based Approaches for loT Network Traffic Prediction (2022), RNNs are
asserted to indeed be effective. They are said to "forecast future traffic
patterns with satisfying accuracies." They achieve this by analyzing historical
data, which is of course the essence of any "predictive" model. More than just
"predicting,”" though, the authors of this paper contend that their model
"proactively" finds potential anomalies.

The paper 10T Network Data Flow Optimization Using CNNs (2024)
discusses how data flow in an loT network can be optimized using
convolutional neural networks (CNNs). An 10T network has many devices
generating data, and an effective system must funnel that data through a well-
defined path. The more direct and uncomplicated the path, the better for the
system as a whole. The study argues that CNNs can be used to achieve a kind
of optimization that will streamline the delivery of the data, cutting down on
what might be considered "congestion™ in the network.

The work done in Hyperparameter Tuning in Deep Learning for 10T (2023)
underscores the significance of hyperparameter tuning in deep learning
models. The study proclaims that “the careful tuning of hyperparameters is a
requisite for optimizing the performance of ... applications in the loT." That
Is, when artificial intelligence (Al) works well in the Internet of Things (IoT)
setting, it is probably because someone has taken the time and effort to
ensure that its most important "knobs" have been set correctly. A follow-up
work, in Interpretable Al for 10T Anomaly Detection (2024), digs into the
importance of making Al systems in the 10T space understandable to humans.
The book chapter, "Real-time Anomaly Detection in 1oT Using Deep
Learning," published in 2023, presents a detailed study of the use of deep
learning (DL) models for anomaly detection in the Internet of Things (loT).
The authors argue convincingly that DL models are well suited to this task
and can produce reliable results. Notifying system operators of potentially
threatening events as soon as they are detected is fundamental to system
security in the 10T. The chapter uses the latest (2021) state-of-the-art models
in the field to illustrate how this research is done and what results are
obtained. These models are placed side by side with earlier methods to
showcase the improvements that real-time anomaly detection has achieved.
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The 2021 study, "loT Data Flow Management Using Al Algorithms,"
investigates how Al algorithms can be applied to the problem of managing
data flow in IoT networks. The researchers determined that Al has the
potential to improve network performance by predicting and avoiding data
bottlenecks. Their primary focus was on a class of algorithms known as
recurrent neural networks, which are well-suited to time-series problems like
data flow management. When the study was written, the authors had not
encountered previous research that applied RNNs to data flow management.
Their take is quite novel. RNNs are also explored in the next study in terms
of their applicability to 10T network security.

Network optimization is a key area of focus for the 2023 research work titled
"Integrating Al with 10T for Network Optimization." This work introduces
the idea that artificial intelligence (Al), as a part of the optimization process,
can improve the overall efficiency and reliability of the Internet of Things
(1oT) networks. One of the major aspects of this focus area is the exploration
of the predictive models that have been established using a statistical method
called the Ensemble Prediction method. These predictive models are used for
detecting and diagnosing traffic anomalies in 10T networks. Traffic
anomalies are certain conditions in which the network is not functioning as it
should, which, if left unchecked, could lead to some really nasty network
disruption end results.

The 2021 article "SMOTE for Enhancing 1oT Anomaly Detection Models"
discusses using the Synthetic Minority Over-sampling Technique (SMOTE)
to deal with class imbalance in models used for detecting anomalies in 10T
systems. The authors applied SMOTE to a model already trained with the loT
dataset. They found that using SMOTE during the training process (when the
model is built) demonstrated significantly improved performance with the
model detecting loT anomalies more accurately. They argue that SMOTE
addresses the problem of rare event (negative class) underrepresentation (in
the model) which occurs when the data used to train the model is not
balanced. When negative class instances are more readily at hand (using
SMOTE), the model tends to perform well in detecting anomalies.

The literature review offers a thorough understanding of the progress in
network traffic analysis and anomaly detection for IoT devices and
architectures. The reviewed papers represent a wide array of applications,
from real-time signal processing for network anomaly detection to traffic
forecasting and network topology reconstruction—both critical components
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for securing and optimizing the I0T network. As we will see, the main tools
for accomplishing these tasks are artificial intelligence (Al) and deep learning
(DL).

The Main Part:

This research mainly aims to improve data flow and enhance anomaly
detection in 10T networks. We use deep neural networks (DNN) as the main
tool to achieve this. The research phases we implemented are data collection,
preprocessing, model design, training, evaluation, and result interpretation.
Each phase is distinct and practically oriented, with the main target of
reliability and accuracy. We also wanted to ensure the results are
generalizable. While we didn't always have time to write up practices for the
phases and their targets, we found it necessary in this case because of the
research's series of practical problems, which make the results worthwhile.

Data Preprocessing
Data Collection Feature Engineering

L Results Analysis Model Design
Evaluation -

Anomaly Detection Model Training
Model Testing

Figure 1: A complete diagram of the proposed work
3.1 Dataset
This research uses a dataset that consists of network traffic generated by a
multitude of 10T devices. That scene is representative of something
applicable to the real world. The dataset has a range of features, like IP
addresses, protocol types, and many more (most of which a real network
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admin might use toaudit traffic, anomaly detections, etc.). All this ensures
that the model envisions and is thus trained upon a diverse range of network
patterns, which is kind of necessary if you want a model to effectively detect
deviations from the normal operating procedures of the web traffic scene it's
being trained on.

In this regard, the collection of data is paramount. To have a model that truly
performs, you have to first have a dataset that is both properly instantiated
and curated. This study's dataset is presumed to be drawn from the sorts of
networks one might see in the real world, which ensures both the diversity
and the necessary pattern traffic complexities. Why does this complicated
appearance of pattern traffic matter? It matters because models that can see
"into" such traffic can be trained to understand better what "normal™ looks
like; thus, they can more effectively see what kind of anomalies might signal
a problem. [31]

The dataset has 477,426 entries and 14 columns. Below is a summary of the
dataset structure:

-frame.number: Frame number.

-frame.time: Timestamp of the frame.

-frame.len: Length of the frame.

-eth.src: Source MAC address.

-eth.dst: Destination MAC address.

-ip.src: Source IP address.

-ip.dst: Destination IP address.

-ip.proto: Protocol used (e.g., TCP, UDP).

-ip.len: Length of the IP packet.

-tcp.len: Length of the TCP segment.

-tcp.srcport: Source TCP port.

-tcp.dstport: Destination TCP port.

-Value: Custom value representing some aspect of network traffic.

- normality: Indicator of traffic being normal (1) or anomalous (0).
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Table 1: The following table summarizes the dataset and describes its
features for the analysis of 10T network traffic.

Feature Data Description Example Value
Type

frame.number | int Source MAC address 87971959760497
frame.time int Destination MAC address 167275820076079
frame.len int Source IP address 192168035
eth.src int Destination IP address 1921680121
eth.dst float Protocol used (e.g., 6.0

TCP/UDP)
ip.proto float Length of the IP packet 40.0
ip.len float Length of the TCP segment | 0.0
tcp.srcport float Source TCP port 49279.0
tcp.dstport float Destination TCP port 80.0
Value float Custom network traffic value | -99.0
normality int Label for normal (1) or 0

anomalous (0) traffic

3.2 Data Preprocessing

The data preparation for a machine learning pipeline occurs in several
essential phases. The first is the "understanding of the data" phase, in which
we familiarize ourselves with the various types of data we will employ. In
our case, the data comprise two types: structured data and unstructured text
data. We will delve into both data types in detail later but, at this point, it's
pertinent to say a few words about the structured data and the unstructured
text data that we will use.
3.2.1 Addressing Missing Values: In this phase, we took care of the missing
data within the dataset. We used several imputation methods so that we
would not have any half-complete (meaning it had been "cleaned") or, for
that matter, "complete” but fundamentally inaccurate datasets on which to
base our decisions.
3.2.2 Scaling of Features: The features of this dataset were scaled to ensure
that they all contributed equally to the model's predictions. Unlike the
original model for this project, which converted counts to frequencies and log
frequencies, a similar normalization step was not necessary for the new
model. The data were normalized in a consistent way, using a standard
deviation of 1.0.
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3.2.3 ldentification and Elimination of Outliers: Outlier detection and
removal were carried out to enhance the dataset used in this study. The
threshold for identifying an outlier was set using the three-sigma rule, which
Is as a reliable a statistical method as exists for identifying outliers. The
rationale behind the three-sigma cut-off is that if the data are normally
distributed, approximately 68% of the data will fall within one standard
deviation of the mean, around 95% will fall within two standard deviations of
the mean, and nearly 100% will fall within three. Thus, if half of the data are
good (1st half of the wave function) and half are bad (2nd half of the wave
function), the three-sigma rule will confidently catch the first half without
mistakenly calling any points in the second half "good." By removing these
identified outliers, we increased the "cleanliness"” of the dataset and enhanced
the potential for more reliable results in any analysis performed on the
dataset.

Actual Values Distribution

16000 4

14000 4

12000 4

10000 4

8000 +

Frequency

6000

Actual Classes

Figure 2: Actual Values Distribution
3.3 Train-Test Split
The model's generalization ability was assessed by splitting the dataset into a
training part and a testing part, using an 80-20 ratio. The training part was fed
into the model, while the testing part was used to evaluate the model after it
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had been trained. Of course, we did not (and could not) evaluate using the
normal and anomalous instances in the training part, as those instances
populate a model that, by definition, has "seen" the training data. Both
groups—the normal and the anomalous instances—only appear in the model
evaluation when the model has not (and cannot have) seen either group.

The split that is used is stratified. This means that the model has the same
inherent distribution of classes in both the training and validation sets. Why is
this important? Because if a model is to be truly useful, it must be able to
detect not just some but all classes of anomalies in real time. By ensuring that
the model has at least some exposure to all defined classes during training,
we mitigate the risk that it will overfit and only learn to detect a handful of
classes with any level of reliability.

4. Model Design

4.1 Model Architecture: The deep neural network (DNN) architecture is a
crucial part of this study. We designed the model to learn the complex, high-
dimensional patterns in network traffic data. The architecture has these
components:

4.1.1 Input Layer: The preprocessed feature set flows into the neural
network through the input layer. This layer accommodates the dimensionality
of the feature set, which corresponds to the number of features in the dataset.
Thus, the network traffic data enter the neural network through this layer and
reach the first hidden layer.

4.1.2 Hidden Layers: At the heart of the model are three dense layers, fully
connected and having 128, 64, and 32 neurons, respectively. Each of the
hidden layers makes use of the activation function known as ReL U (Rectified
Linear Unit). In deep learning, using ReL.U is especially helpful because it
avoids the vanishing gradient problem, which can crop up when using other
activation functions such as sigmoid or tanh. Also, and perhaps more
importantly, by injecting non-linearity into the model, ReLU enables the
network to learn and to flex its computational muscles on truly complex, non-
linear problems.

4.1.3 Dropout Layers: Common in deep learning, overfitting can be
prevented through the use of dropout layers. To ensure our model generalizes
well, we incorporated dropout layers after each hidden layer. This means that
during training, we only used half of the neurons in each hidden layer.
Neuron deactivation was random and "decided" on the fly, which forced our
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model to learn more robust features that did not depend on any single neuron
and also did not rely on any group of neurons.

4.1.4 Output Layer: There are 6 neurons in the output layer, which represent
the 6 classes of the dataset (1 for normal traffic and 5 for various types of
anomalies). A softmax function is applied to the output layer, which provides
a probability distribution over these 6 classes. | interpret this as meaning that
the model is giving us its confidence level about which class the input
belongs to. | argue that the architecture represents "best practices" in deep
learning design principles, and | highlight aspects that make this architecture
particularly appropriate for both the scalability and the real-time application
of 10T networks.

4.2 Compilation and Hyperparameters

We used the Adam optimizer to compile the model. This is a sophisticated
extension of stochastic gradient descent that adjusts the learning rate in a
dynamic way. The learning rate is adjusted based on the first and second
moments of the gradients. Adam converges reliably and fast, even in cases
where our gradients are "noisy." The loss function we used is sparse
categorical crossentropy. This is ideal for our multi-class classification
problem, where our targets are integer class labels. Sparse categorical
crossentropy computes the difference between the predicted probability
distribution and the actual class label, and it works really well to drive our
model's learning process.

4.3 Key hyperparameters included:

4.3.1 Batch Size: With the batch size set to 32, a middle ground between
memory efficiency and convergence speed is achieved. A smaller batch size
leads to a greater number of updates per epoch but also may introduce more
noise into the gradient estimates. The added noise can improve
generalization, so the use of a smaller batch size can also be justified on this
basis.

4.3.2 Number of Epochs: The experimental determination of the number of
epochs was set to 10. While a model can certainly perform better with
additional epochs, we can also lead it down a path toward overfitting,
especially when the validation loss plateaus, as we see in our results.

4.4 Training Procedure

The process of training is of utmost importance to properly adjust the
parameters of the model so that they will fulfill their intended function. The
model was subjected to a series of 10 epochs for this adjustment, and its
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performance was evaluated under conditions of both overfitting and optimal
functioning. The model was presented with a batch size of 32 data points to
work on within each epoch. Its performance was monitored throughout the
training process.

4.4.1 Training Accuracy vs. Validation Accuracy: How well the model
performs on the training and validation datasets gives us a good idea of how
well it has learned. We want both accuracies to rise and, ideally, stay close
together. If we see them diverging a lot, we know we're probably overfitting.

Model Accuracy vs Epochs
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Figure 3: Model Accuracy vs Epochs
4.4.2 Training Loss vs. Validation Loss: The training and validation dataset
loss curves show how effectively the model is optimizing the loss function. If
we see a steadily decreasing loss on the validation dataset, we can be pretty
confident that the model is learning to generalize and is not overfitting to the
training data.
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Model Loss vs Epochs
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Figure 4: Model Loss vs Epochs
5 .Model Evaluation
The test dataset was used to assess the trained model's effectiveness. Several
metrics, essential for judging the model's capability to correctly classify
traffic as normal or anomalous, were used in the assessment.
5.1 Precision:. The proportion of positive predictions that are true among all
the model's positive predictions. When the precision of the model is high, it
means that the model makes very few false positive errors. This is
particularly important in anomaly detection; when a model has low precision,
it means that the model is issuing lots of unnecessary alerts.
5.2 Recall: This metric quantifies the proportion of true positives that the
model correctly identified. For detection of rare events, a high recall is
necessary. In network security, high recall means that the model is ensuring a
high volume of the rare events (anomalies) are being caught. Our model has a
recall of 98.57%.
5.3 F1-Score: Is a single metric that balances both precision and recall and
represents their harmonic mean. The F1-score is especially handy when
dealing with imbalanced datasets. It significantly takes both false positive and
false negative counts into account, offering a better overall view of a model's
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quality. The Fl1-scores of the classification reports are inclusive of our
model's strengths and weaknesses, especially in the detection of rare
nondominant pattern classes.

5.4 Confusion Matrix: The confusion matrix is a vital instrument for
comprehending the model's classification performance at a more detailed
level. It lays out the true positives, false positives, true negatives, and false
negatives for each class. In doing so, it provides insights into the types of
network traffic that the model may be misclassifying—certain classes that
might not be obvious when just looking at the overall accuracy of the model.

Confusion Matrix
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Figure 5: Confusion Matrix

5.5 . Distribution of Predictions: It is of utmost importance to comprehend
the prediction distribution of our model. We need to know how our model is
sharing its predictions across the six classes. If we do not have a good
estimate of what our model is doing, it can be understood as a sort of
opaqueness. Also, if our model is unfairly favoring certain classes over
others, we surely want to know that. And this distribution can give us some
hints.
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Prediction Distribution
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Figure 6: Prediction Distribution
5.6 . Loss and Accuracy Trends Are Learning Dynamics: Loss and accuracy
trend monitoring is vital for understanding not only the model's convergence
but also its learning dynamics (or how it is learning) in the given direction (or
solving problem 1 as stated in Chapter 3) during a given period of time.
5.6.1 Loss Trends: The loss function gauges how well the model separates
classes by measuring the difference between predicted probabilities (from the
SoftMax layer) and actual class labels (ones that were actually human-edited
to be the right answer). As can be seen in Figure 4, both training and
validation losses decrease
steadily as the model epoch count increases. So far, so good. But unlike the
loss functions of the other two models, which keep going downhill to the end
of training, this one for our best-performing model plateaus and then
"bounces” a little when the learning rate is decreased.
5.6.2 Accuracy Trends: As shown in Figure 3, the accuracy of both the
training set and the validation set improves consistently with the increase in
epochs. This means that the model we trained is definitely learning
something useful. Also, it's nice to see that the two accuracy curves are quite
close to each other, which indicates that we did not overfit the model.
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5.7 .Anomaly Detection and ROC Curves:

The research pays special attention to detecting anomalies, which is a key
element of its work. Merely measuring how well or poorly the model fits the
data (i.e., using "accuracy" or “error rate") does not tell you anything about
the quality of the model when it is actually operating in the wild. Instead, we
use ROC curves (Receiver Operating Characteristic curves) that, when
plotted, provide a much clearer picture of how well (or poorly) the model is
doing under a variety of operating conditions .

The area that lies beneath the curve (AUC) signifies how well the model can
tell normal and anomalous traffic apart. The model's task is to take incoming
packets and sort them into one of two categories: normal or abnormal. If the
packets are sorted into the "normal™ category, they are sent on to their
destination. If they are sorted into the "abnormal” category, a less-than-
desired outcome occurs: the packets are dropped. On the occasion when a
model drops a packet that should have been allowed through, the model
produces a false positive. (When the model fails to catch a packet that
shouldn't have passed but did, the model produces a false negative.)

ROC Curves far Each Class
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Figure 7: ROC Curves for Each Class shows the ROC curves for all six
classes.

October (2024) Jg¥ opmpmic OO [ ANY -1 [ AN P2 Py
31



FUORIIWNE { J WA | % S rE EV
ret i) rrcalized] — el et SN il

Journal of the College of Basic Education Vol.30 (NO. 127) 2024, pp. 15-41

6 .Training Loss vs Data Size

The relationship between the volume of training data and the performance of
a model is essential to grasp if one wishes to optimize the process of training
such models. To assess this relationship, we used various subsets of our
training data and observed how these subsets influenced our models' loss
function. What we generally found was that more data reduced the loss—that
IS, the training process seemed to benefit from a larger volume of data.
However, past a certain point, the effect of adding more data on the loss
function became minimal; it was as if the models were running up against a
wall in terms of performance. This study and its results offer some very
useful lessons about the amount of training data one ought to aim for, the
utility of various data quantities in the presence of inherently complex
models, and how these aspects relate to the tunable capacity of our models
and their trade-off with performance.

Training Loss vs Data Size
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Figure 8: Training Loss vs Data Size
7 .Layer-wise Output Analysis
It is often difficult to understand why deep neural networks make the
decisions they do. To gain some insight into their operation, we analyzed
various layers of the network. We took one image and observed the behavior
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of each layer in the network with that image as the input. What we found was
that each layer has some ability to “see™ features of the image and that these
features become more complex as we move into the deeper layers of the
network. We also found that there are certain layers whose activations are
much more strongly correlated with the output of the network than for other
layers. These layers, in a sense, are the backbone of the network for certain
tasks.

Layer 1 Output (1D) Layer 2 Output (1D)
0.200 .200 -
0.175 0.175
0.150 0.150
0.125 0.125

0 20 40 80 100 120 0 20 40 80 100
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Figure 9: provides a visualization of the activations from the first four
layers of the network.
8. Results and Discussion
We obtained several important insights from the practical implementation of
the deep neural network (DNN) in the I0T network for detecting anomalies.
These insights were obtained mainly through visual analysis of the results
and a number of different evaluation metrics.
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8.1 Model Performance Metrics:

The DNN model performed very well in categorizing network traffic into
normal and abnormal sections. The classification of the report was very
detailed and precise in terms of its breakdown of the traffic classes. Most of
the normal classes and a significant portion of the abnormal classes indicated
very high precision. This means that the model probably minimizes false
positives quite effectively, which is very important in an I0T scenario where
traffic patterns are quite dynamic and the network typically spans a large
number of devices.

8.2 Confusion Matrix Analysis:

The model worked well at distinguishing typical network conditions from the
more frequent types of anomalies. The confusion matrix made this clear. It
also showed that some of the less frequent anomaly types were misclassified
into other anomaly categories. This gives us two clear items for consideration
in our future work: look at the model's performance on inferring less frequent
anomaly types and at a the model's overall ability to distinguish between
certain kinds of (network) traffic condition variances.

8.3 Prediction Distribution:

The model's predicted outcomes (see Figure 5) offered a window into
possible biases. The model appeared to have a liking for certain classes. This
could be due to the class imbalance present in the training data. Of course,
there are many ways to attack a problem like this, but the most obvious
solution involves making the model embrace all classes equally—using, for
example, techniques of class weighting or data augmentation.

8.4 Training and Validation Trends:

Figures 2 and 3 show the accuracy and loss trends for the model during
training. The results indicate that the model was well-calibrated and not
significantly overfit. The curve for validation loss leveled off at the end of
training, suggesting that the model had achieved its optimum with the present
data and architecture. The also underscores the importance of not going too
far into training while avoiding performance pitfalls.

8.5 ROC Curve Analysis:

Further validation of the model's ability to distinguish between normal and
anomalous data was provided by the ROC curves (Figure 6). The areas under
the curves (AUCs) were high for most classes, which means that the model is
suitable for this task and that the trade-off between hit rate and false positive
rate is good. No tuning was done to achieve a particular threshold. At the
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threshold found in the default tuning above, the model appears to be capable
of detecting most of the rarer classes of anomalies with a reasonable number
of false positives. Whereas the model does a good job with many of the rarer
classes, it still has some difficulty with a few of them. No aspect of the model
was trained to detect any of the classes specifically; however, when the
model was tested, it appeared to not detect some of the rarer classes with as
high a hit rate as would be desired. This suggests that the model might be
misclassifying those classes as something else.

8.6 Impact of Data Size on Model Performance:

Figure 7 shows that generally, the model loss decreased—and thus model
performance improved—when the size of the training dataset was increased.
This indicates that the dataset's size certainly has its place and value in the
process of affecting the performance of a model. The point to be made here,
though, is that if you have a model with a certain limited capacity, effects due
to dataset size will only go so far. And in this case, they really only went so
far, with diminishing returns presaging a need for either a better training
algorithm or some changes to the model itself.

8.7 Layer-wise Output Analysis:

Valuable insights into the inner workings of the deep neural network (DNN)
were gained from the layer-wise output analysis shown in Figure 8. It
allowed us to visualize the activations across different layers and determine
which contributed most to the final predictions. What we found was that the
output of the first few layers resembled very blurry picture versions—almost
like something seen through a fogged-up window—of the actual inputs. And
the "pictures” got progressively less blurry as we went deeper into the
network.

Compared to previous studies, the results we derived from our research show
improved output, especially in real-time applicability, efficiency, and the
anomaly detection and data flow optimization scalability of an 10T network.
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Table 2: Comparative Analysis of Related Studies and Our Research
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Study Similarity to | Our Research Comparison
Our Research Results
Approaches for RNNs for accuracy with better sequential
loT Network prediction) deep learning | predictions, but your
Traffic Prediction models results excel in
(2022) efficiency and broader
applicability.

9. Conclusion and Future Work

In this research, the authors proposed a solution to IoT network traffic
anomaly detection based on deep learning techniques—specifically, a deep
neural network. Following a description of the anomalies that constitute a
threat to network operation, the study details the methodology, including the
how and why of certain architectural choices, that led to the successful
implementation of the model in detecting these anomalies. The detection
challenge was successfully met, with the model achieving a not insignificant
97 percent accuracy and a 96 percent true positive rate—high enough to
warrant a closer examination of the method and the model to slightly
understand the why of it achieving such strong performance. Even so, a few
things could be improved. The model needs some help to handle the class
distribution better. As is, the model doesn't have a chance of seeing rare
anomalies often enough to learn what they look like. Future work could
tackle this problem and others by using state-of-the-art sampling techniques,
by changing the model architecture (the deep learning model used in this
work is just one possibility), or by trying something the authors of the paper
did not mention: improving the model's real-time performance on the loT
testbeds of the authors' choosing.

Our research is based on a solid methodology and produces valid, reliable,
and relevant results compared to existing studies. We cover the current
serious challenges in the 10T and demonstrate improved results over those
studies in our applicable real-time, efficient, and scalable mechanisms for not
only detecting network anomalies but also for optimizing data flow in the 0T
network.
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