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Abstract:  

      The medical, financial, and academic spheres can't function without 

cutting-edge technological advancements. When it comes to quality of 

service (QoS) metrics like latency, throughput, bandwidth, and security, 

today's technology relies on high-performance networks. The use of 

optimized network engineering tools has allowed for the simulation of both 

the wired and wireless environments on campus, including and excluding 

virtual local area networks (VLANs). Packets are only sent to ports that are 

part of the same virtual local area network (VLAN) when hosts are linked 

together in a VLAN.  By using the distinctive VLAN network, we can 

enhance the performance of wireless networks while conserving bandwidth. 

Further, VLANs significantly improve security of wireless network by 

limiting the hosts amount receiving duplicate frames broadcasted by 

switches; This enables hosts to keep sensitive data on a separate VLAN. The 

study examines wireless networks and compares them to VLANs via wireless 

networks. With the use of online surfing apps and transfer of files in 

environments with high-traffic, the suggested network is tested for latency 

and average throughput. By using VLAN technique to partition the region of 

network's broadcasting, the traffic has been substantially reduced, hence 

alleviating the network's workload.  The use of VLAN significantly enhanced 

WLAN performance by mitigating wireless delay, according to the findings 

of the simulation run using the OPNET 14.5 modeler.  With time, we looked 

at how protocols of adhoc routing like DSR,AODV, OLSR, GPR, and TORA 

may boost the wireless VLANs efficiency. 
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1. Introduction: 

    Wireless Local Area Networks (WLANs) provide users the freedom to 

move their devices from one place to another while still being able to access 

and exchange data, apps, and other network resources via radio transmission 

[1][2]. Wireless fidelity, or Wi-Fi, is the de facto standard for data 

transmission in WLANs. The requirement for high-speed data rates prompted 

the development of several standards, one of the most popular of which being 

the IEEE 802.11 standard, which is used for data transport in many modern 

wireless networks [3][4]. Table 1 displays the current most popular protocol 

[5]. 

 

Table 1. Various WLAN Standards summary 

Standards 
Max. Data 

Rate 

RF Band Range 

IEEE 

802.11a 
54Mbps 5GHz 

50 – 

100m 

IEEE 

802.11b 
11Mbps 2.4GHz 

50 – 

100m 

IEEE 

802.11g 
54Mbps 2.4GHz 

50 – 

100m 

IEEE 

802.11 
2Mbs 2.4GHz 

50 – 

100m 

 

The WLAN infrastructure consists of Access Points (APs) and wireless 

stations, as shown in Figure 1. The capacity of each AP to accommodate 

wireless stations is specified by its specifications. A UTP cable may span a 

distance of up to 100 meters, connecting the network of wireless to the 

network of Ethernet between the access point and the switch or hub [6]. The 

Service Set identification (SSID) is a distinct identification assigned by a 

programmer to a wireless network. It enables mobile devices to move freely 

and establish automated connections with an access point device [1]. 
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Figure (1). Wireless infrastructure diagram 

In a standard Local Area Network (LAN), all nodes are physically situated 

inside the same LAN and do not need a router. This arrangement is referred 

to as a broadcast domain. The user's text is [7]. A virtual local area network 

(LAN) may be defined as a devices group that are linked to different physical 

segments of LAN  but can communicate with each other as if they were on 

the same LAN. VLANs enable switches to split the network into broadcast 

with separate domains without delay [8]. When utilizing a VLAN trunk to 

connect switches that enable multi-Networks of VLANs to traverse the same 

connections of Ethernet, each frame transmitted between switches is tagged 

to indicate the VLAN it belongs to. As shown in Figure (2). The VLAN 

protocol is derived from the IEEE 802.1Q standard, which determine the 

structure for labelling frames [7]. 

 

 
 

Figure (2). Network with two VLANs 

Virtual local area networks (VLANs) provide many benefits, including 

decreased broadcasting, streamlined management, and the capacity to 

implement security measures [8][9]. The following are the primary 

advantages of VLAN : 

Implementing virtual local area networks (VLANs) may enhance the 

performance of a network. These networks partition a vast broadcasting zone 

into smaller ones, therefore decreasing the volume of superfluous traffic. By 
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restricting packet transmission to just the ports inside the same VLAN, it is 

possible to decrease latency and overhead, as well as save bandwidth . 

From an organisational perspective, VLANs are very effective for the 

purpose of logically grouping hosts based on departments or responsibilities. 

This makes them far more manageable compared to a larger broadcast 

domain . 

- Safety measures: Unauthorised individuals inside the same network may 

be able to access sensitive information. However, by establishing virtual local 

area networks (VLANs), the number of devices that get copies of data 

packets broadcasted by switches may be greatly decreased. This allows for 

sensitive data to be stored on a different VLAN, ensuring better security  . 

- Cost savings: VLANs provide a more economical alternative to pricey 

routers for creating separate broadcast domains . 

Infrastructure mode and adhoc mode are two operational modes specified by 

the 802.11 communications standard [10]. Wireless devices may establish 

connections with one another via access points in infrastructure mode, as 

seen in Figure 3. Typically, this mode is set as the default [6]. Figure 4 

illustrates that wireless hosts have the capability to directly communicate 

with one other in ad hoc mode, without the need for an access point (AP). In 

this kind of network, each host functions as a client, and an point of access. 

An adhoc network is a temporary connection of network that enables hosts to 

interact with one other without using an point of access [12]. 

 
Figure (3). The infrastructure of 802.11 network  has many modes of 

operating 
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Figure (4). The operational modes of the 802.11 network are adhoc 

The potential for enhancing the efficiency of wireless networks shown in this 

study is substantial. This section offers a succinct summary of wireless and 

VLAN networks, whereas the rest of the article is organized as follows: 

Section 2 of the document covers adhoc routing protocols, specifically 

focusing on the three primary categories of flat routing protocols: proactive, 

hybrid, and reactive. Section 3 presents a succinct summary of pertinent 

research in networks of wireless and networks of VLAN, In addition to the 

most important previous studies about the adhoc routing efficiency. Section 4 

provides a comprehensive description of the simulation model, including the 

specifications of the tool, metrics, setup, and scenarios used to simulate three 

distinct network types: wireless networks, wireless VLAN networks, and 

wireless networks with VLAN, using protocols of adhoc routing. The 

outcomes of a comprehensive analysis of all the simulations carried out to 

provide the evaluated performance indicators are shown in Section 5. The 

conclusions are provided in section 6 depending on the completed task and 

performance evaluated. 

2.  Overview of adhoc routing protocols:  

      The strategies of routing that especially built for adhoc networks have a 

substantial influence on data transfer and network performance. Each routing 

protocol employs a distinct methodology to ascertain the most efficient route 

between nodes, since each node in the network serves as a router and aids in 

discovering and preserving routes to other nodes. Ad hoc networks often use 

one of three specific types of routing protocols: proactive, reactive, or hybrid 

[12, 16].  

Proactive routing, also known as table-driven routing approaches, guarantees 

that each node in a network always has a route to every destination listed in 

its routing table. The user's text is [12]. Reactive routing techniques, often 
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called as at-request protocols of routing, include the node of source that 

creating routes just when data is prepared for transmission. If a path is not 

discovered, the protocol will start a route discovery process to find a method 

to the target [16]. The concept behind hybrid routing approaches is that nodes 

have the ability to be both proactive and reactive, based on their proximity to 

other nodes and the surrounding region [13]. The user's text is "[12]."  

In this section,  provides the routing operations performed brief overview  by 

the well-recognized OLSR, AODV, GRP, TORA, and DSR protocols. Figure 

5 depicts the methods of routing that were adopt it in this study.   

 
Figure (5). The protocols of adhoc routing 

Optimized link state routing (OLSR) [17] is a proactive technique that 

employs a link state algorithm. Efficiently adjusting network parameters 

while minimizing the generation of superfluous control messages is crucial to 

the protocol's concept. Consequently, the responsibility for managing the 

transmission of control messages and the production of link status 

information in the network is assigned to a specific group of nodes referred to 

as Multi Point Relays (MPR). The decision of sharing status information with 

specific nodes is left to the discretion of individual MPRs [15].  

Nodes that are not included in a selected route do not need to retain 

information of routing or participate in exchanges of routing table, resulting 

in less broadcast activity when using Adhoc On-Demand Distance Vector 

Routing (AODV) [13]. When a source node has to send data to a destination 

node but lacks knowledge of the route, it initiates the process of path 

discovery [14]. The user's text is "[18]."  

Dynamic Source Routing (DSR) consists of two processes: discovery of route 

and management of route [13]. The DSR routing method is very efficient and 

simple. Upon receiving a request, the source node immediately initiates route 
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discovery to identify a path and adds the path information to the header of 

packet. Intermediate nodes only need to updated of maintain routing 

information if they are participating in discovery of route or maintenance 

[14][17]. The main objective of the temporally ordered routing Algorithm 

(TORA) is to minimise the quantity of control messages sent in a mobile 

dynamic environment [15]. For data to be sent to its intended destination, 

each node must make a query. In essence, the primary purpose of TORA is to 

build a route from the starting point to the destination, continuously maintain 

the accuracy of this route, and eliminate it if it becomes incorrect.   

An example of a proactive routing strategy is the Geographic Routing 

technique (GRP). The GRP source node utilizes GPS with little user 

intervention to collect network data [16]. 

3. Previous Studies: 

      By implementing virtual local area networks (VLANs), you may reduce 

the amount of broadcast traffic, enhance network security, and organize hosts 

into logical groups within the same domain. It excels in performance, 

security, and bandwidth efficiency. The field of wireless and VLAN 

networks has garnered significant attention from several authors. 

In 2012, Kadyamatimba A., Mbougni M. [17], Helberg  Z. P. N. A., & Dube 

E., They evaluated routing protocols in mobile ad hoc networks using HTTP 

traffic simulations. The research provided performance insights, including the  

efficiency and reliability of different routing protocols. 

In 2014, Meen P.K. [11], He used OPNET to simulate WLAN performance 

across various applications, assessing metrics like throughput and latency. 

The study identified performance variations and optimization needs for 

different application types. 

In 2018, AL-Khaffaf  D. A. J. [8], He analyzed LAN performance using 

IEEE 802.1Q VLAN switching techniques. The method involved simulations 

to enhance network efficiency, yielding improved throughput and reduced 

latency. 

In 2012, Makeri, Y.A. et al. [9], they evaluated VLAN implementation to 

enhance network performance and security in enterprises. They used 

performance metrics and security assessments, finding VLANs improve both 

efficiency and protection. 

In 2023, Nourildean, S.W. et al. [19], they tested ad hoc routing protocols in 

wireless networks to enhance VLAN performance. They used simulations to 
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find improved network efficiency and reduced latency with specific 

protocols. 

4. Methodology: simulation model used:  

4.1 Simulation Tool: 

The simulations were conducted using the OPNET 14.5 simulator, which 

offers a realistic setting for creating, implementing, and assessing network 

situations using diverse metrics. This article explores the VLAN evaluation 

utilization on networks of wireless and checks the effect of five protocols of 

adhoc routing —DSR, GRP, AODV, TORA, and OLSR —on improving the 

performance of wireless VLANs in terms of throughput.  

4.2 Simulation performance metrics: 

This study considers two essential performance measures to evaluate the 

network:  

• Latency: The time it takes for a packet to get from its source node to its 

destination. Performance is shown by a reduction in the duration of delay, 

which is quantified in seconds.  

The network throughput refers to the mean rate at which data packets are sent 

and received successfully by all nodes. This measure is sometimes referred to 

as the packet delivery ratio. The measurement is expressed in units of bits per 

second. Throughput is a metric that quantifies the efficiency of a wireless 

network. 

4.3 Simulation setup:  

This is the setup for the simulation. Conducts a study to evaluate the efficacy 

of integrating VLAN into the wireless network, starting by analyzing the 

model of WLAN without and with VLAN. The setup is based on the concept 

of using two servers and two switches to provide a connection between two 

separate components. The simulations use models that include a square area 

of 1000 m × 1000 m. These models consist of twenty nodes, with each node 

being wirelessly connected to an access point using a distinct Basic Service 

Set (BSS). The IEEE 802.11b MAC standard, which allows for wireless data 

transmission speeds of up to 11 Mbps, was previously used [18]. Figure 6 

depicts the wireless connection from PC1 to PC5 and access point 1, PC11 to 

PC15 and access point 4, PC6 to PC10 and access point 2, and PC16 to PC20 

and access point 3.  

Except for access points 2 and 4, which are connected to switch 2, all the 

other access points are linked to switch 1 using 100Base-T. ethernet server 1 
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is connected to switch 1 using a 100Base-T connection, while ethernet server 

2 is connected to switch 2 using another 100Base-T link.   

When each node of the network was assigned the responsibility of 

administering one of the two Ethernet servers, there was an increase in the 

flow of network application traffic. FTP and HTTP applications were 

responsible for generating the application traffic. In addition, it is necessary 

to establish a connection between the workstations and the profiles after 

identifying the applications by adding a node to each application. 

4.4  Scenarios of simulation:  

Considering a square area of 1000 meters square, we have formulated three 

different scenarios for our simulation research:   

The first scenario is a wireless network that does not use VLANs.  Figure 6 

illustrates the scenario in which a wireless network is considered. An access 

point (AP) was established in each section to ease the transmission of 

wireless communications. The network has a single broadcast domain, 

enabling all workstations to interact with the two servers, hence enhancing 

the wireless network's performance. Two Ethernet servers host applications 

used by workstations, and all access points are interconnected by two 

Ethernet switches. In order to monitor performance, we analyze the latency 

and throughput of wireless LANs. 

 
Figure (6). The network of wireless LAN being proposed consists of 20 

workstations 
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Figure 7 depicts the second scenario, whereby a wireless network is 

implemented using virtual local area networks (VLANs). In this scenario, 

VLANs are implemented on the wireless network, thereby segregating it into 

two distinct VLANs, namely VLAN10 and VLAN20. VLAN 10 consists of 

ten workstations (PC1-PC5) that are connected wirelessly to Access Point 1. 

VLAN 20 consists of ten workstations (PC6-PC10) that are wirelessly linked 

to access Point 2, as well as ten workstations (PC16-PC20) that are wirelessly 

linked to access Point 3. Additionally, Ethernet Server 2 is connected to 

VLAN 20. VLAN trunks are used when there are interconnected switches 

since they enable several VLANs to extend over 100base-T Ethernet lines 

concurrently. In order to monitor performance, we analyze the latency and 

throughput of wireless LANs. 

 

 
Figure (7). network of The wireless LAN is proposed to have two VLANs 

The third potential result is improving the efficiency of a wireless VLAN 

network by using routing techniques. This case study examines the impact of 

five distinct adhoc routing protocols (AODV, OLSR, DSR, TORA, and GRP) 

on the improvement of the network's wireless VLAN throughput 

performance. The effect of increasing the quantity of workstations on the 

performance of the network of VLAN wireless is shown in three distinct 

network scenarios: low density, medium density, and high-density networks. 

In the low-density configuration, there are ten workstations per virtual local 

area network (VLAN). In the medium-density configuration, there are twenty 

workstations per VLAN. In the high-density configuration, there are thirty 

workstations per VLAN. During the performance monitoring phase, we 

examined the latency and throughput of wireless LANs.  
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5. Simulation results and discussions: 

      A wireless network, both with and without VLAN configurations, was 

used to manage the network. The performance of the two situations is 

evaluated using the simulation parameters of throughput and average latency. 

The OPNET 14.5 modeller is used to get the simulation results. 

Figure 8 illustrates the performance levels of a wireless network with and 

without VLAN in relation to wireless latency. After completing the initial 

configuration, the both networks performance remains consistently stable 

throughout the period of whole simulation. By using VLAN technique to 

partition the region of network's broadcasting, the traffic has been 

substantially reduced, hence alleviating the network's workload.  The use of 

VLAN significantly enhanced WLAN performance by mitigating wireless 

delay. 

 
Figure (8). The latency of the wireless local area network (LAN) in both 

scenario 1 and scenario 2 

Figure 9 illustrates that the wireless throughput of the VLAN is inferior to 

that of the WLAN scenario, the reason for this is a network of wireless  

without a VLAN setup, there is only one broadcast domain, resulting in more 

traffic compared to a network of wireless with VLAN. After the process of 

network convergence, the both networks performance remains consistently 

stable over the whole duration of the simulation. A direct relationship exists 

between the throughput and the amount of traffic received and sent. Virtual 

Local Area Networks (VLANs) do not directly increase network 

performance, but they may enhance bandwidth utilization by separating a 

large network area into several smaller domains, resulting in less traffic. 
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Figure 9. The wireless LAN throughput in scenario 1 and scenario 2 

Figure 8 and Figure 9 illustrate the outcomes of a wireless network's VLAN 

selection, revealing that VLAN implementation effectively decreased latency 

but simultaneously decreased throughput. The primary drawback of VLAN is 

that it does not meet the requirements of low latency and fast throughput, 

which are both desired in networks of wireless. Therefore, we suggested to 

enhance the VLAN functionality by including several protocols of adhoc 

routing such as TORA, OLSR, GRP, AODV, and DSR. Our intention was to 

investigate the impact of these protocols on the throughput the wireless 

VLAN network performance. Considering the results obtained from the use 

of ad hoc routing protocols, as shown in figures (10, 11). 

 
Figure 10. The average latency in a wireless network analysis with 20 

nodes 
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Figure 11. The latency of the wireless local area network (LAN) for a 

network consisting of 20 nodes 

Conclusion: 

Through this study, the following conclusions were reached: 

 The traffic is substantially reduced By using VLAN technique to partition 

the region of network's broadcasting, hence alleviating the network's 

workload.   

 The use of VLAN significantly enhanced WLAN performance by 

mitigating wireless delay. 

 The VLAN functionality is enhance  by including several protocols of 

adhoc routing such as TORA, OLSR, GRP, AODV, and DSR 
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 :انًغزخهص
لا ًَكٍ نهًدبلاد انطجُخ وانًبنُخ والأكبدًَُخ أٌ رعًم ثذوٌ انزطىساد انزكُىنىخُخ انًزطىسح. عُذيب َزعهك الأيش 

ىصىل والإَزبخُخ وعشض انُطبق انزشددٌ والأيبٌ، رعزًذ ركُىنىخُب انُىو ( يثم صيٍ انQoSثًمبَُظ خىدح انخذيخ )

عهً شجكبد عبنُخ الأداء. عًح اعزخذاو أدواد هُذعخ انشجكبد انًحغُّخ ثًحبكبح كم يٍ انجُئبد انغهكُخ وانلاعهكُخ فٍ 

إسعبل انحضو فمظ إنً  (. َزىVLANsانحشو اندبيعٍ، ثًب فٍ رنك واعزجعبد شجكبد انًُطمخ انًحهُخ الافزشاضُخ )

( عُذيب َزى سثظ انًضُفٍُ يعًب فٍ شجكخ VLANانًُبفز انزٍ رعذ خضءًا يٍ َفظ شجكخ انًُطمخ انًحهُخ الافزشاضُخ )

VLAN ثبعزخذاو شجكخ .VLAN  انًًُضح، ًَكُُب رحغٍُ أداء انشجكبد انلاعهكُخ يع انحفبظ عهً عشض انُطبق

عهً رحغٍُ أيبٌ انشجكخ انلاعهكُخ ثشكم كجُش يٍ خلال انحذ يٍ  VLANانزشددٌ. علاوح عهً رنك، رعًم شجكبد 

عذد انًضُفٍُ انزٍَ َزهمىٌ إطبساد يكشسح رجثهب انًفبرُح؛ وهزا ًَكٍّ انًضُفٍُ يٍ الاحزفبظ ثبنجُبَبد انحغبعخ عهً 

عجش انشجكبد انلاعهكُخ.  VLANيُفصهخ. رذسط انذساعخ انشجكبد انلاعهكُخ ورمبسَهب ثشجكبد  VLANشجكخ 

ثبعزخذاو رطجُمبد رصفح الإَزشَذ وَمم انًهفبد فٍ ثُئبد راد حشكخ يشوس عبنُخ، َزى اخزجبس انشجكخ انًمزشحخ يٍ 

نزمغُى يُطمخ انجث فٍ انشجكخ، رى رمهُم حشكخ  VLANحُث صيٍ انىصىل والإَزبخُخ انًزىعطخ. ثبعزخذاو رمُُخ 

ثشكم كجُش  WLANإنً رحغٍُ أداء  VLANفُف عتء عًم انشجكخ. أدي اعزخذاو انًشوس ثشكم كجُش، وثبنزبنٍ رخ

. يع يشوس OPNET 14.5يٍ خلال انزخفُف يٍ انزأخُش انلاعهكٍ، وفمبً نُزبئح رشغُم انًحبكبح ثبعزخذاو ًَىرج 

 TORAو GPRو OLSRو AODVو DSRانىلذ، َظشَب فٍ كُفُخ رعضَض ثشورىكىلاد انزىخُه انزفضُهٍ يثم 

 انلاعهكُخ. VLANفبءح شجكبد نك

 .انشجكبد، انلاعهكُخ، الافزشاضُخ، انخذيخ، َمبط انىصىل:الكلمات المفتاحية 
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