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Abstract:  

    Steganography is known as the art and technique of text messages 

concealed in such a manner that one apart from the meant recipient defines 

the message presence. Because of this reason it has become almost 

essential to conserve the systems free from various internet attacks and take 

occupy steps to remove any danger. Linguistic steganography, a kind of 

steganography is famous as a set of techniques and manners that allow the 

hiding of any digital data inside scripts based on some linguistic 

knowledge.  

Linguistic steganography is of various shapes and has varied 

applications. This  research offers in a new method to use two levels to 

hide, the first level hides by embedding and addition but the second level 

hides by injection. The first level embeds a secret message one bit in the 

LSB in the FFT with the addition of one kashida. Using DRLR is RNG to 

find position to hide within the text. The second level is the injection of 

random single or double quotation within the text.  

This paper presents a linguistic steganography for scripts written in 

Arabic language, using kashida and Fast Fourier Transform on the basis of 

using new technique entitled Dynamic Random Linear Regression as 

location to hide secret message. The proposed approach is an attempt to 

present a transform linguistic steganography using levels for hiding to 

improve implementation of kashida, and improve the security of the secret 

message by using Dynamic Random Linear Regression.   

This method is tested in terms of security and capacity, transparency, and 

robustness and this is way better than previous methods. The proposed 

algorithm has ideal steganographyic properties. 
Keywords: Arabic script, Linguistic Steganography, Dynamic Random Linear 

Regression,  Kashida,quotation, Transform Based 
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I. INTRODUCTION 
      Linguistic steganography focuses on applying changes to a cover text so 

as to embed secret message, in a way that the changes do not cause any 

unnatural or ungrammatical text. According to cover text, linguistic 

steganography can be classified in natural language steganography into two 

groups: generation based such as in [1], or transformation based such as in 

[2]. Natural language steganography, as depicted in Figure (1).  
1- Natural Language Steganography Methods 

     The public prepared manner for data hiding within the natural language 

scripts  

     can be  classified into two group.  

 The first group which is called script steganography. This manner is 

based on several lines, spaces, characters, or any other shapes of the 

offered message as shown below [3].  

     1- Line-shift coding. 

     2- Word-shift coding. 

     3- Feature coding. 

 The second group which is called linguistic steganography is based on 

Lingui- istically modified covering script in order to encode the message. 

This is manially retyping the scripts using linguistic  conversion such as 

synonym exchange, syntactic exchange (paraphrasing) or semantic 

conversion as follows [3]. 

     1- Using probabilistic context-free grammars to generate cover text. 

     2- Synonym substitutions. 

     3- Syntactic transformations. 

     4- Semantic transformations. 

     5- Hybrid techniques [3]. 

 
Figure (1): The Natural Language Steganography Method. 
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2- Hierarchical Structure Of Word Documents: 

         "Electronic documents have many advantages, including compact 

and lossless storage, easy maintenances, efficient retrieval and fast 

transmission. One of the major advantages of electronic documents is that 

an electronic document can have an explicit structure; it can be partitioned 

into: a hierarchy of physical components, such as pages, columns, 

paragraphs, text lines, words, tables, figures, halftones, etc.; a hierarchy of 

logical components, such as titles, authors, affiliations, abstracts, sections, 

etc.; or both. This structural information can be very useful in indexing and 

retrieving the information contained in the document" [4], [5].  

Document understanding modules, "such as Optical Character 

Recognition (OCR) and graphics recognition modules, can also be 

selectively applied to the structural components of document images. 

Physical layout and logical structure analysis of document images is a 

crucial stage in a document image analysis system [4]. Documents in Word 

have a hierarchical structure. Different types of properties apply to different 

units in the hierarchy", as shown in figure (2) [5]: 
 

 
Figure (2): The Hierarchical Structure of Word Document [5]. 

In the present work, layers of steganography technique are proposed for 

script written in Arabic language using Fast Fourier Transform (FFT) and 

kashida. The proposed approach uses Dynamic Random Linear Regression 

(DRLR) to generate random location, to embed the secret message bits 

using FFT and kashida as a first layer followed by adding single or double 

quotation randomly as second layer. The proposed algorithm optimizes 

steganography properties such as transparency, robustness, and security of 

the secret message for Arabic script based secure communication. 

        The other sections of the paper are structured as follows: Section II 

presents the literature review for kashida based linguistics steganography 
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and explains fundamentals use of proposed system. Section III explains 

algorithm for proposed system, results and discussions are given in section 

V, and section IV deals with the conclusions. 

II. LITERATURE REVIEW AND FUNDAMENTAL USED IN PROPOSED SYSTEM 

A. Related Work 

Kashida is an Arabic redundant character which is used to justify the 

text, without affecting the meaning of words. Researchers suggested using 

one kashida as bit zero, and two kashidas as bit one, or vice versa.   

In 2007, A. Gutub, and M. Fattani, introduced a novel Arabic text 

steganography technique for Arabic script using letter points and kashida. 

The technique hides secret information as bits in Arabic letters (cover) by 

using kashida and points of letters. The technique considers un-point 

Arabic letters followed by a kashida if the secret bit is (0), and point Arabic 

letters followed by kashida if secret bit is (1). 

Their technique enhanced robustness and security but might have some 

limitations with capacity of the cover media if the number of secret bits of 

the secret information is large. This steganography technique is found to be 

suitable for other languages having similar script to Arabic for example 

Persian and Urdu [6]. 

   In 2009, A. H. Fahd,  et al, introduced improving security, and capacity 

for Arabic text steganography using kashida. The approach hides secret 

information as bits within Arabic letters (cover) by using kashida using 

three scenarios. The approach discussed maximum number of kashida 

letters that can be added to the Arabic cover word. Also the researchers 

evaluated the number of hidden bits that can be embedded in the carrier file 

and compared the results with diacritics, and kashida methods [7]. 

In 2009, M. Hassan Shirali-Shahreza and Mohammad Shirali-

Shahreza, introduced  a novel manner to conceal data in Persian (Farsi) and 

Arabic languages. In Unicode  scale, to conceal script two characters of 

'Ya' ( ی) and 'Kaf' ( ک) used. The two characters of ( ی) and ( ک) have 

themselves shape however various codes which they utilized at the start or 

in the center of words. The major aim in this manner is perception 

translucence. It has a stellar perception translucence which causes the 

stego-text which the user seen alright like the main text [8]. 

      In 2010, Adnan Abdul-Aziz Gutub, and Manal Mohammad Fattani, 

introduced an enhanced Arabic script steganography technique for Arabic 

text using hiding secure data bits into messages making  uses  two  set 

points. Hiding  a secret   message  in cover text, where the  pointed  

character  is used for  expansion  convene   if  secret bit ‘one’  and  the  un-
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pointed  character is used for  expansion  convene ‘zero’. That manner 

enhances  security,  capacity,  transparency  and  robustness  for Arabic 

texts   based secure communication [9].  

     In 2010, A. Ali and F. Moayad, introduced Arabic text steganography 

technique for Arabic script using kashida with Huffman code. The 

approach hides secret information as bits within Arabic letters (cover) by 

using extension character (kashida), and compresses the stego file using 

Huffman code. The technique considers absence of kashida if the secret bit 

is (0) and one kashida if secret bit is (1) after any connected letters. Also 

their technique is applied to other Arabic script than based on secure 

communication in different document formats [10]. 

B. Fast Fourier Transform and its Inverse  

   The mathematical formula to Fourier Transform of a time domain 

function f(x), for  

   real numbers x and y is [10]: 

     ……... (1) 

And the mathematical formula to its inverse is [11]: 

       ……..... (2) 

f(x) = Time domain function 

F(y) = Frequency domain function 

x = Argument with units of time 

y = Argument with units of frequency 

e = Base of natural logarithms 

i = Imaginary unit (i
2
 = -1). 

C. Linear Regration (LR) 

    Linear regression attempts to model the relationship between two 

variables , and , by fitting a linear equation to observed data, such as[12]: 

Y = a + b Xi ……(3) 

    Where  

    X =  The explanatory variable 

    Y = The dependent variable 

    b = The slope of the line  

    a = The value of y when x = 0. 

D. Dynamic Radom Linear Regression (DRLR) 

   It is a new technique to generate a set of random positions Xi  i = 1.2….N  

by using this  equation (4) depicted in Figure (3) for the position DRLR. 

          Xi = a+ bXi-1 ………(4) 

    Where  

   N = The size of generated random positions  
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   Xi-1 =  The explanatory variable 

   Xi =  The dependent variable 

   b = The slope of the line  

   a =  The value of Xi when Xi-1 = 0. 

 
Figure (3): The position of DRLR.   

 

 

III. PROPOSED SYSTEM 

A. Idea for proposed system  

The proposed approach main idea as depicted in Figure (4) is the 

embedding, and while in Figure (5) the extraction, is to use DRLR as 

generated random location, to add random kashida characters to the rest of 

Arabic word scripts as a second layer, where the first layer injects the 

secret message bits in the inverse FFT (LSB of (real (FFT) of selected 

Arabic script word)), and then one kashida character is applied. The first 

addition of kashida is for the hiding process of the secret information, while 

the second addition of the single or double quotation  is for confusion 

purpose by insuring security of the secret message. 

 

 
Figure (4): The proposed hiding process 
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Figure (5): The proposed extraction process. 

B. Embeding Process 

Embedding Algorithm:  

Input: secret message, seed, a, b, N, a set of Arabic scripts. 

Output: stego-cover. 

Process: 

Step1.Secret message binarization: The secret message is hidden in form of 

(0) s, and (1) s,which represent (64) bit Unicode of each character 

using the hexadecimal  representation. N, is the total number of 

secret message bits.  Figure (6) presents the  binarization process to 

secret message. Figure (7) is a simple example of applying  

binarization process to secret message. 

Step2.Generate Random positions: The process of generated random 

positions, using DRLR,  starts  by  using  secret  key (seed) to 

generate sequence of random values Ci, where  0 ≤ ci<< 32. The 

values Ci, represent offset  of  Arabic  script  words  to  start  the  

embedding process. The total number of Generate Random positions 

is (N), where N,  is the total number of secret message bits. 

Step3.Cover selection: Select Arabic script (cover) that can hold input 

secret message bits. 

Step4.Do while not end of Arabic script words  

Step5.Embedding layer one: For each secret message bit and Generate 

Random positions do  

Step6.Use Ci value as offset to next word to embed the secret message bit, 

into inverse FFT (LSB (real (FFT (select Arabic script word)))), then 

apply one kashida if the secret  message bit is one or if the secret 

message bit is zero.  

Step7.End of For. 

Step8.Else 
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Step9.Embedding layer two: add single or double quotation randomly to 

the rest Arabic  script words 

Step10. End of Do. 

Step11. End 

 

 
 

Figure (6): Secret Message binariziation. 

 
Figure (7): Secret message binariziation example. 

C. Extraction Process  

Extraction Algorithm:  

Input: secret message, seed, a, b, N, stego cover. 

Output: secret message. 

Process: 

Step1. Generate Random positions: The process of generated random 

positions, using DRLR,  starts by  using  secret  key  (seed)  to  

generate  sequence of  random  values Ci, where  0 ≤ ci<< 63. The 

values Ci, represents offset of Arabic script words (stego-cover) to 

start  the extraction process. 

Step2. Loading: Load stego-cover, and Generate Random positions.  

Step3. For each Generate Random Positions do  

Step4. Use Ci value as offset to next word to extract the secret 

message bit, from LSB of  select Arabic script word (stego-cover). 

Step5. End of For. 
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Step6. Convert each eight bits into one letter the result is the secret 

message.End. 
IV. RESULTS AND DISCUSSION 

    This section discuses cases to ensure the proposed technique security: 

Case one: An example of result for applying the proposed technique using 

embedding layer one, as depicted in Figure (8). 
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Figure (8): The proposed technique example of embedding layer one. 
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     It can be concluded from case one that it is visually easy to find the 

locations of secret message that is embedded in stego-cover. 

     Case two: An example of  applying the proposed technique using 

embedding layer one and applying the proposed technique (embedding 

layer one and layer two) is depict in Figure (9) using the same secret 

message.  
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Figure (9): The proposed technique example of embedding. 
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     It can be concluded from case two that it is visually not easy to find the 

locations of secret message that is embedded in stego-cover. 

     Case three: An example result of applying the proposed technique using 

embedding layer one. The steganography has no change, this state indicates 

to robustness, as depicted in Figure (10). 
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Figure (10): The proposed technique example of robustness in layer one. 

 

      Case four : An example result of applying the proposed technique using 

embedding layer two the steganography has no change, this state indicates 

to robustness,as depicted in Figure (11). 
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Figure (11): The proposed technique example of robustness in layer two. 

 

      Case five: In this proposed technique, when deleting all kashidas, 

hidden information is retained. Because the secret message is hidden in 

FFT in LSB and the FFT is transformed to IFFT in layer one, the secret 
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message is not known by  the attacker. This technique gives high security. 

After apply Jaro-Winkler method,as depicted in Table (1), Table (2), Table 

(3), and Table (4). The Jaro-Winkler method measures distance, the 

similarity between two strings. 

             The Jaro distance is: )
|2||1|

(
3

1

m

tm

s

m

s

m
dj


  where 

        t = max{[|S1|,|S2|]/2}-1. explained in table (1) below: 

If the word is يتعاطفون without stego,  dj=1/3(8/8+8/8+8-1/8) = 0.9583  

where t = 1 

        If the word is  يتعاطفـوون stego in layer one,   dj= 1/3(9/9+9/9+9-1/9) = 

0.9626 where t=2 

        else the word is 'يتعاطفوون' stego in layer two, dj= 1/3(11/11+11/11+11-

2/11) = 0.9393 

        else the word is " ــوو نيتعاطفــ " stego in layer two, dj= 

1/3(11/11+11/11+11-2/11) = 0.9393 

Table (1): Similarity between cover and stego cover in layer one. 

cover without stego 
 ن و ف ط ا ع ت ي 

 0 0 0 0 0 0 0 1 ي

 0 0 0 0 0 0 1 0 ت

 0 0 0 0 0 1 0 0 ع

 0 0 0 0 1 0 0 0 ا

 0 0 0 1 0 0 0 0 ط

 0 0 1 0 0 0 0 0 ف

 0 0 0 0 0 0 0 0 ـ

 0 1 0 0 0 0 0 0 و

 1 0 0 0 0 0 0 0 ن

Table (2): Similarity between cover and stego cover in layer two. 

cover without stego 
 ن و ف ط ا ع ت ي 

' 0 0 0 0 0 0 0 0 

 0 0 0 0 0 0 0 1 ي

 0 0 0 0 0 0 1 0 ت

 0 0 0 0 0 1 0 0 ع

 0 0 0 0 1 0 0 0 ا

 0 0 0 1 0 0 0 0 ط

 0 0 1 0 0 0 0 0 ف

 0 0 0 0 0 0 0 0 ـ

 0 1 0 0 0 0 0 0 و

 1 0 0 0 0 0 0 0 ن

' 0 0 0 0 0 0 0 0 
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Table (3): Similarity between cover and stego cover in layer two. 

cover without stego 
 ن و ف ط ا ع ت ي 

" 0 0 0 0 0 0 0 0 

 0 0 0 0 0 0 0 1 ي

 0 0 0 0 0 0 1 0 ت

 0 0 0 0 0 1 0 0 ع

 0 0 0 0 1 0 0 0 ا

 0 0 0 1 0 0 0 0 ط

 0 0 1 0 0 0 0 0 ف

 0 0 0 0 0 0 0 0 ـ

 0 1 0 0 0 0 0 0 و

 1 0 0 0 0 0 0 0 ن

" 0 0 0 0 0 0 0 0 

Table (4): The explaining hide capacity ratio in proposal algorithm. 
 

No of 

cover  

 

Secret 

messge size 

(Byte) 

 

Secret messge 

size 

(KB) 

 

Carrier file 

size 

(Byte) 

 

Carrier file 

size 

(KB) 

 

Average of  hide 

capacity ratio % 

1 21505 21 33792 33 0.6363 B or KB 

2 21505 21 46080 45  0.5666 B or KB 

 

Case six:  This  proposed  technique  shows  very  high  

transparency,  because  the  secret message is not seen by human vision  

and is not clear to attack, especially  when the text is without kashida and 

single-double quotation, as depicted in Figure (12). 
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Figure (12): The proposed technique example Transparency in layer one 

and layer two 
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Case seven: In this proposed technique the capacity changes during 

hiding a secret message, because in the first state Arabic text is converted 

to FFT and second  state is addition of the kashida in layer one, and 

injection is single-Double quotation in layer two. The amount of hiding 

data is increased in cover, because addition and injection in file carrier 

imply relative increase in stego cover. The equation  below shows this: 

Hidden Ratio = amount of hidden data / carrier file size 

For example:  

Hide ratio = 21KB/33 KB = 0.6363  

Hide ratio = 21 KB/ 45 KB = 0.5666  

V. CONCLUSION: 

In this paper a new layer of Arabic language steganography is implemented 

using the FFT and Kashida implemented as an embedding process, and 

DRLR as random location generator to embed the Arabic secret message in 

the Arabic script.  Some conclusions are presented below: 

1. Applying Steganography methods to document (text) files as a cover 

which is written in Arabic language is difficult, because of the visual 

sensitivity of Arabic letters to any miner change as in case one. 

2. The DRLR is fast search algorithm, which is improved to be used as 

means to locate random positions in the cover media (Arabic scripts) to 

perform the embedding operation, this position can be considered as 

secret key. 

3. Embedding methods, usually frequency methods are harder against 

attack than time domain method, so using FFT and Kashida as 

embedding method, improves security against attack.  

4. The proposed algorithm prohibits any change in carrier (Arabic script) 

during the transmission process since the hidden secret message does 

not change the cover (Arabic script) file properties such as, file size, 

content, and format during the transmission. 

5. The proposed algorithm improves the transparency property by hiding 

secret message inside the Arabic script using FFT. In addition another 

layer of hiding is applied using Kashida. 

6. The proposed algorithm improves the security property by hiding secret 

message inside the Arabic script using FFT and applying kashida as 

first layer then applying single or double quotation as second layer to 

the rest  of Arabic script. 

7. This algorithm has more capacity after hiding a secret message in cover 

Arabic text as the equation is: 

 Hidden Ratio = amount of hidden data / carrier file size 
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