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Abstract 
Concealment of Information is the science that involves communicating secret 

data in an appropriate multimedia carrier, e.g., image,audio, and video files.This 

scince called steganography. It comes under the assumption that if the feature is 

visible, the point of attack is evident, thus the goal here is always to conceal the 

very existence of the embedded data.   

Steganography’s ultimate objectives, which are undetectability, robustness 

(resistance to various image processing methods and compression) and capacity 

of the hidden data. 

In this research we suggest method of  secret message hiding inside a cover-

image by enhanced the classical LSB method by split cover-image into 

subimages and select only even subimages to hide information. 

Also We suggest encrypted secret message by using standard fuzzy functions 

before embedded process to increasing hidden robustness. 

We are use classical LSB method to obtain the large space for information 

hidding. 

Key words (Concealment of Information, Fuzzy functions). 
 

1. Introduction 

In a world where privacy is  aright, many people try to find away to hide 

information especially when it comes to sensitive documents and files. A person 

would like to send an email or file with no fear that a person asid from the 

recipient will read the message. Also, with all information that is  on the 

Internet, owners of such information must protect themselvse from unwanted 

spying, copying ,thef and false representation. One technique of information 

hiding is steganography.[1] 

Steganography is the art and scince of communicating in a covert fashion, it 

utilizes the typical digital media such as text, image, video and multimedia as a 

carrier for hiding private information [2]. 

The purpose of steganography is to achieve security, privacy, 

undetectability  and to avoid drawing suspicion to transmission of a hidden 

message [3,4].   

Steganography, like cryptography, is a means of providing  secrecy. Yet, 

steganography dose so by hiding the very existence of the communication. 
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While cryptography dose so by scrambling a message so it cannot be 

understood. Acryptography message can be intercepter by an eavesdropper, but 

the eavesdropper may not even known a steganographic message exists.[ 5] 

Steganography conceals a message where the hidden message is object of 

the communication, It is an invisible to the human eye, and must not be 

known.Steganography tools hide large blocks of informationa. 

2.General Model of  Embedding-data and Extraction-data  
Figure (1) shows the generallyaccepted model of a Steganography system (or 

stego-system for short), the sender of a secret message embeds embedded-data 

into cover-data using a key, and sends the result, stego-data, to the recipient. The 

recipient then extracts the embedded-data from stego-data using a key that may 

not equal to the one used in embedding. [6]  
 

 

 

 

 

 

 

 

 

 

 

 

A secret key steganography system is similar to symmetric cipher: the 

sender choose a cover and embeds the secret message into cover using secret 

key. If the key used in the embeding process is known to the receiver, he can 

reverse the process and extract the secret message. Any one who dose not know 

the secret key should not be able to obtain evidence of the encoded information. 

Again, the cover and the stego-object can be perceptually similar [7]. 

3.  Fuzzy Logic Concept  

Fuzzy Logic is basically a multivalued logic that allows intermediate values 

to be defined between conventional evaluations like yes/no, true/false, 

black/white, etc. and a continuous range of truth values in the interval [0,1] 

notions like rather warm or pretty cold can  be formulated mathmatically and 

processed by computers[8,9,10]. 

4. Fuzzy Logic Applications 

 Control (Robotics, Automation, Tracking, Consumer Electronics) 

 Information system (DBMS, Information Retrieval). 

 Pattern Recognition (Image Processing , Machine Vision). 

 Decision Support (Adaptive  HMI, Senor Fusion) .[9] 

 

Key Key 

Embedded-data 
Embedded-data 

Stego-data 
Cover-data Embedding Extracting  

Figure (1) Basic model of Embedding-data and Extraction-data 
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5. Fuzzy Logic Benefits: 

 Simplified and reduced development cycle. 

 Ease of implementation. 

 Can provide more "user- friendely" and efficient performance.[10] 

 

6. Steganography Methods: 

The following formula provides a very generic description of the pieces of the 

steganographic process[11]: 

cover_medium + hidden_data + stego_key = stego_medium 

In this context, the cover_medium is the file in which will hide 

the hidden_data, which may also be encrypted using the stego_key. The 

resultant file is the stego_medium (which will, of course. be the same type of 

file as the cover_medium). The cover_medium (and, thus, the stego_medium) 

are typically image or audio files. In this article, I will focus on image files and 

will, therefore, refer to the cover_image and stego_image. 

Before discussing how information is hidden in an image file, it is worth a fast 

review of how images are stored in the first place. An image file is merely a 

binary file containing a binary representation of the color or light intensity of 

each picture element (pixel) comprising the image. 

Images typically use either 8-bit or 24-bit color. When using 8-bit color, there 

is a definition of up to 256 colors forming a palette for this image, each color 

denoted by an 8-bit value. A 24-bit color scheme, as the term suggests, uses 24 

bits per pixel and provides a much better set of colors. In this case, each pix is 

represented by three bytes, each byte representing the intensity of the three 

primary colors red, green, and blue (RGB), respectively. The Hypertext Markup 

Language (HTML) format for indicating colors in a Web page often uses a 24-

bit format employing six hexadecimal digits, each pair representing the amount 

of red, blue, and green, respectively. The color orange, for example, would be 

displayed with red set to 100% (decimal 255, hex FF), green set to 50% 

(decimal 127, hex 7F), and no blue (0), so this system would use "#FF7F00" in 

the HTML code. 

The size of an image file, then, is directly related to the number of pixels and 

the granularity of the color definition. A typical 640x480 pix image using a 

palette of 256 colors would require a file about 307 KB in size (640 • 480 bytes), 

whereas a 1024x768 pix high-resolution 24-bit color image would result in a 

2.36 MB file (1024 • 768 • 3 bytes). To avoid sending files of this enormous 

size, a number of compression schemes have been developed over time, notably 

Bitmap (BMP), Graphic Interchange Format (GIF), and Joint Photographic 

Experts Group (JPEG) file types. Not all are equally suited to steganography, 

 however.GIF and 8-bit BMP files employ what is known 

as lossless compression, a scheme that allows the software to exactly reconstruct 
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the original image. JPEG, on the other hand, uses lossy compression, which 

means that the expanded image is very nearly the same as the original but not an 

exact duplicate. While both methods allow computers to save storage space, 

lossless compression is much better suited to applications where the integrity of 

the original information must be maintained, such as steganography. While 

JPEG can be used for stego applications, it is more common to embed data in 

GIF or BMP files. 

The simplest approach to hiding data within an image file is called least 

significant bit (LSB) insertion. This method can take the binary representation of 

the hidden_data and overwrite the LSB of each byte within the cover_image. If 

the system is using 24-bit color, the amount of change will be minimal and 

indiscernible to the human eye. As an example, suppose that have three adjacent 

pixels (nine bytes) with the following RGB encoding: 

10010101   00001101   11001001 

10010110   00001111   11001010 

10011111   00010000   11001011 

Now suppose want to "hide" the following 9 bits of data (the hidden data is 

usually compressed prior to being hidden): 101101101. If overlay these 9 bits 

over the LSB of the 9 bytes above, the following get (where bits in bold have 

been changed): 

10010101   00001100   11001001 

10010111   00001110   11001011 

10011111   00010000   11001011 

Note that have successfully hidden 9 bits but at a cost of only changing 4, or 

roughly 50%, of the LSBs. 

This description is meant only as a high-level overview. Similar methods can 

be applied to 8-bit color but the changes, as the reader might imagine, are more 

dramatic. Gray-scale images, too, are very useful for steganographic purposes. 

One potential problem with any of these methods is that they can be found by an 

adversary who is looking. In addition, there are other methods besides LSB 

insertion with which to insert hidden information. 
 

7. The proposed system 

The proposed system is trying to hide secret message inside a cover image 

in specific manner that doesn't change the viewing of cover image to everyone. 

 

7.1 Embedding Process Algorithm  

Step1:Load cover image from the image file. 

Step2: Divide the image into sub images of size 10X10 pixel. 

Step3: Split image pixels color to array of Red, Green and Blue colors(RGB).  

Step4: load the text from temp file. 
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Step5: Convert text character to ASCII codes.  

Step6: Cipher ASCII codes by using fuzzy standard functions[12]: 

If x <= a then F(x,a,c)=0 

If x>c then f(x,a,c) =1 

If (a<x) and (x<= (a+c)/2) then  

           F(x,a,c)=2 ( (x-a)/(c-a))2 

If (((a+2)/2)<x) and (x<=c) then  

          F( x,a,c)= 1-2( (c-x)/(c-a))2 

Where x  refer to ASCII value , a refer to the start point and c refer to the 

end point 

Step7:Convert the result of Fuzzy function into binary stream. 

Step 8: Get number of each sub image and then select only even sub image to 

hide information in it. 

Step9:Hide the binary stream of text in the Last signaficant Bit (LSB) in the 

even sub images only until the binary stream complete. 

Step10:End. 

The flowchart diagram of the embedding process is shown in figure (2) 

 

7.2 Extracting Process Algorithm  

Step1:Load information hiding  image from Internet. 

Step2: Divide the image into sub images of size 10X10 pixel. 

Step3: Split image pixels color to array of Red, Green and Blue colors(RGB). 

Step4: Extract the binary steram of information hiding from LSB in the even sub 

images only. 

Step5: Convert the binary stearm in to ASCII codes.  

Step6: Decipher ASCII codes by using Defuzzy standard functions[12]: 

Output= functionfuzzyinverseofprametarsywhere
y
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Step7: Convert the result of Defuzzy into plain text. 

Step 8: End. 

The flowchart diagram of the Extraction process is shown in figure (3) 
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No 

Convert the result of Fuzzy function into binary 

stream. 

start 

Open Image File 

Split  Image into sub images 

Open text file 

Convert text to ASCII Code 

Cipher ASCII codes by using fuzzy standard 

functions 

Select even sub images only and hide binary stream in 
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Save 

Result 

Show image after concealment of 
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Need to 

Exit 

Save Result End 

Yes 

Figure (2) Flowchart of the proposed Concealment of information 

system 
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Figure (3) Flowchart of the extraction of information in the 

proposed system 
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8:  The result discussion : 
The are two points can discuss of the result: 

1. When the proposed system compared with the LSB classical method ,LSB 

method concealment information directly in the leas significant bit 

without any change but in the proposed system must firstly split image 

into 10X10 pixels and then chosse only even sub images to hide data. 

2. The proposed system is applied encryption of secret message by using 

fuzzy standard function which increased the robustness aginst detection 

attack.  

 9:  Conclusions : 
In the following are some points concluded from this research: 

1. Concealment of Information  is robustness against detection plaintext by 

encryption data before embedded in image. 

2. Information is encrypted by using fuzzy function is consider new way of 

ciphering. 

3. The high degree of similarity between resulted secret wanted image and 

the original one that provide resistant against some type of attacks.The 

proposed system is useful when attacker try to find the plaintext but it's 

not useful when attacker try to distortion this text without known this text. 

4. Fuzzy Logic provides a different way to approach a control or 

classification problem. This method focuses on what the system should do 

rather than trying to model how it works. One can concentrate on solving 

the problem rather than trying to model the system mathematically .on the 

other hand the fuzzy approach requires a sufficient expert knowledge for 

the formulation of the rule base, the combination of the sets and the 

defuzzification. 

10: Suggestions for Future Works 
there are many suggestion point which can be given to enhance the work of 

the proposed system, these are: 

1. improved system by using image compession methods to increase 

robustness aginst attack. 

2. Develop method to enhance the work of the proposed system by increase 

the powerful of  hiding method by choosing the most significat bits of 

each pixels in image.  

3. Improved system to deals with animation images, video images, and 

audio. 
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 إخفاء المعلوماتِ والتشفيرِ بإستعمال التقنيةِ المضببة

 فاطمة حسن الربيعي             
 الجامعة المستنصرية

ل
لبيخلاصك

الكتابةةالالفية ةةاللةةملالذيةةتلالةةوصل تاةةفالتم ةة رلالب احةةاةلالعةةة الوةةئل افيةةالفتذةة   لالمعةةا  ل
الذيةةةةةةةةةتللفلا فةةةةةةةةةالللايةةةةةةةةةصلعةةةةةةةةةب رلالفاةةةةةةةةةارلللال ةةةةةةةةةمة لللال ةةةةةةةةةمةلللمفيةةةةةةةةةةاةلالة   م لةةةةةةةةةوا

احهةةالتةةفتئلوةةئلتةةرلانوتةةةاكلنحةةزل والكةةاالف ةة  لفة  ةةالللم هةةالل(Steganography). ةة اص
 اله متللملمااحلللمبالتالئلوإالاله فللحاللمل ا فالنيةاءلم م لالب احاةلالفافحا 

االانل افلالة  ع الليكتابالالفية اللئلا تلالق ة لايصلالكشةفلمالفتاحةاللالفقامفةاللفيتيةفل
لذال الال مةلمالاغ ( لاعال بلف

لللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللللل
وةةئللةةوالالب ةةحلحقتةةةلال ة قةةالنيةةةاءلالةعةةالالالعةةة ال ايةةرلال ةةمة لالغ ةةاءلبماعةة الت عةة ال

بتقعةة تلال ةةمة لالغ ةةاءلالةةصلا ةة اءلفةةالال ةةمة لمايت ةةاةلوقةة لان ةة اءللLSBال ة قةةالالتقي   ةةال
لال م  النيةاءلالفذيمفاةلو ها 

ا اةةالارتة حةةالتشةةة ةلالةعةةالالالعةةة الباعةةةتي اتلال الةةالالفاةةببالالق اعةة الربةةرلافي ةةالانيةةةةاءل
لل  ا  لرم لانيةاءل 

لي  مرلايصلفعا الاكبةلنيةاءلالفذيمفاة للLSBلق لاعتي فحالال ة قالالتقي   ال
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